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Batch Automation

Performance Analysis
Capacity Planning

Security
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Agenda

1. Introductions

2. ITM/IBMi End-of-Day Automation

3. Security on IBM i

4. Performance Reporting & Tuning for IBM i

5. Q&A
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Solutions for IBM i
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Backup Document Cybersecurity Monitoringand Business Capacity Automation
and HA Management Alerting Intelligence Planning
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IT Operat

ions Management

Robot Solutions

Automated Job Scheduling

>

>

>

>
Message
» Robot
» Robot
» Robot

Performance Monitoring
» Robot Monitor

» Robot Space

» Robot Autotune

Robot Schedule
Robot Schedule Enterprise
Robot Replay

Robot Alert » RobotAlert

Management A Capacity and Performance
Console m » Performance Navigator
Network (IBM I, AIX/UNIX, VIOS,
Alert

Linux, Solaris, HP-UX

High Availability
and Backup

» Robot HA

» Robot Save

» RobotAlert

Report Management
» Robot Reports
» RobotAlert
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Automation Requirements
J¥ Challenges F¥ solution

* Manual runbook for operators * |ntegration with Euronet ITM
today - Euronet ITM « Modifying end of day/month

* Limited scheduling parameters parameters

* No cross-platform dependency * Integration with non-IBM i
processing processes

* Lack of visibility into job * Delivering output automatically to
schedule history and auditing end users

* Need to automate and email
spool files
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Automated Job
Scheduling

Learn in ITM process with
RBTCVTENPG
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Auditing, Tracking and
Reporting Tools

1. Audit trail of job changes, run history, and events

2. Job flow diagrams; mobile/browser interface

3. Management reporting (i.e., audit, history, and events)
4. Forecasted workflow and critical job monitoring

5. Job overrun, underrun, and late start (SLA) monitoring,

plus reporting and notification

6. Built-in documentation for each task
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Dependencies
1. What Can You React Upon?
Robot Job

v

v

Group Job

v

Remote Job

User Job

v

v

Agent Event

v

Event

Or all of the Above

v
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Defining Terms

Security

safe or free from danger
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Defining Terms

Compliance

comparing actual to desired



FORTRA A "

Defining Terms

Regulation

A mandated compliance

standard for (basic) security
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Who Is Multi-Lingual?

4.3.2 Privileged
account access should...

Restrict use of *ALLOB)J
to user profiles that...

Businesses rely on auditors to be regulatory translators

12
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Aim High!

Make Security your end goal and Compliance will take care of itself along the way.

SECURE
COMPLIANT
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Common Myths & Reasons for not doing anything !

» We are not connected to the internet

» We do not allow users to map drives

» We are a read-only environment

» We are hosted

» We have high availability

» We have AV on the network

» We do not use the IFS(IBMi)

» We do not use command line

» We haven’t had a security breach

» We were told it’s the most “secured” system.

» We never heard of virus attackon IBM Power server.

14
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Viruses on Power Servers?

Stories and Screenshots
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Stories and Screenshots
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Stories and Screenshots

17

Customer had a user with *ALLOBJ authority and
a mapped drive to the root directory of their IFS.
On the afternoon of Friday, July 24, 2015 that user
received an email with an attachment that was
infected with CryptoWall and unknowingly
opened it. The CryptoWall ransomware started
running and doing its thing, meantime the
oblivious user went home for the weekend,
leaving his pc on and the malware free to do it’s
damage. By Sunday morning, another employee
realized that their backups hadn’t completed so
tried signing on to the system to check, but was
unable to. She ended up having to sign on to the
console and discovered that 500,000+ objectsin
the IFS were encrypted, including many of their
TCP/IP configuration files, WebSphere directories
and files used for batch jobs. She called us that
week and | helped them install SGAV and setup a
scan. The screen shot is the result of that first
scan. They spent the better part of a month
cleaning up and restoring their files.
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Best of Breed Security Solutions

Intrusion Prevention Identification and Security Policy
and Detection Encryption Access Management Management

AVAVAVAVA

Vulnerability Compliance and Virus Protection Secure Managed Security and
Assessment Audit Reporting File Transfer Integrity Monitoring

18
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Best of Breed Security Products

Compliance Reporting E
v

Compliance Monitor for IBM i

Privileged Access Management
Authority Broker for IBMi

Self-Service Password Reset .y .y
Password Self Help for IBM i

Database Monitoring
Database Monitor for IBM i

User Provisioning
Identity Manager for IBM i

Multi-Factor Authentication for IBM i
SecurlD Agent for IBM i

Multi-Factor Authentication , /A
@

Native Encryption
Encryption for IBM i 2

19

Free Security Snapshot

Powertech Security Scan

s  Perimeter Access Control
Exit Point Manager for IBM i

Command Monitoring
Command Security for IBM i

80 Automated Risk Audit
o Risk Assessor for IBM i

Security Information and Event Management
SIEM Agent for IBM i
Event Manager

@ Native Virus Protection

Antivirus for IBM i, AIX, Linux, Linux on Z
and LinuxONE

InfoSec Policy Control

r— Policy Minder for IBM i @
{ Secure Managed File Transfer
GoAnywhere Fortra
Security

Services
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Return On Security Investment (ROSI)

The day before a breach, the ROI of security is ZERO.

The day afterwards, it becomes INFINITE.
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Daily Checks to include:

* Real time Monitoring

 Check application and system messages

* Escalation via SMS/E-Mail

* Job Waiting messages - monitored & passed to apps team

» System Messages - Disk failure type Messages are passed/escalated to IBM

 Monitor CPU/Memory etc
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Recommended
Solutions

> Robot Monitor

Real time performance and systems monitoring

» Performance Navigator

Deep dive performance analysis & Capacity Planning

» Halcyon Operations Suite

IBM i systems , message monitoring & automation



FORTRA A "

Robot Monitor
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£3 Built In

----- @ Active Batch lobs

----- @ Active Interactive Jobs

----- . Active to Ineligible Transitions

----- . Active-to-Wait job state transitions
[ Auto Restart when Power Restored
..... @ Auxiliary Storage

----- . CPU Seconds per Transaction
{% CPU Usage

----- @ Current Interactive Percent

{3 Current Memory

{3 Current Processors

.8 Damaged Main Storage Units

----- @ Database CPU Usage

{3 Disks Busy

[ Front Panel Battery Status

-.[@ Front Panel Status

----- @ Interactive CPU Usage

..... @ Interactive Jobs

[ Key Position

.. [@ Last Termination Cause
----- @ Machine Pool Faults
& Next IPL Type

----- @ Mon-Database Faults

- [@ Processors Mot Working
[ Processors Partly OK

.. [ Ptf Status

. Remote Power On Enabled
----- @ Response Time

.8 Running on UPS

----- @ Transactions per Hour
. Unallocated Disk Units
[ UPS Battery Status

[ UPS Bypass
----- @ Wait to Ineligible Transitions

{% Jobs Running in the System (excluding subsystem monitors)

Robot Monitor IBM i Metrics

dfatagotaojatotalafalofate

TEYET EYo

§aaiagagaaiatafaiaialaiag

Active Batch Jobs

Active Interactive Jobs

ASP Busy

ASP Busy Unit#

ASP Busy Unit%

ASP Space Free

ASP Space Used

ASP Status

ASP Usage

Batch Jobs Held on Job Queue
Batch Jobs on Held Job Queue

Batch Jobs on Job Queue without Subsystemn

Batch Jobs on Output Queue
Batch Jobs Waiting to Run
Built In

Cache Battery Life

CFint Overhead

Check Job CPU and Hinder

Communications (Ethernet) More than 16 Retries
Communications (Ethernet) More than One Retry

Communications (Ethernet) One Retry
Communications Error Count
Communications Throughput Receive

Communications Throughput Transmit

Communications Utilization
Controller Status

CPU Seconds per Transaction
CPU Usage

CPW Available

CPW Percentage of Available
CPW Percentage of Configured
CPW Used

toleieiojeletafeiolafoiofafolofl jolaiojolaiofoialoloiafololl jolale

Data Queue Entries

Data Queue Percentage
Database CPU Usage

Device Status

Disk /O

Distribution Queue Entries
Distribution Queue Status
Faults per Second

File Deleted Record Count
File Deleted Record Percentage
File Record Count

Interactive Capacity Used
Interactive CPU Usage
Interactive Jobs on Output Cueue
IOP Utilization

|OP Utilization (Communications Only)
|OP Ltilization (Disk Only)

IP Interface Status

Job Count

Job Queue Active Job Count
Job Queue Average Wait Time
Job Queve Count

Job Queue Max Wait Time
Job Queue Status

Job Status

Journal Receiver Size

Journal Status

Largest Library

Largest Object

Line Status

Lock Wait Time

Maximum Job Run Time
Microcode Overhead

w-g-g-g-u-a-u-g-g-u--u-u-u--g-u-u-u-w- -2 - - E-E-E--
taiaiaial | ekaiaiaialagataiaiaiaiataiaiataiaiaialaiogai

MO Channel Avg Time on Transmit Cueue
MQ Channel Bytes Received per Second
MQ Channel Bytes Sent per Second

MQ Channel Compression Ratio

MQ Channel Compression Time

MQ Channel Exit Program Processing Time
MQ Channel Message Count

MC Channel Network Time

MQ Channel Status

MQ Listener Status

MQ Queue Age of Oldest Message

MQ Queue Application Status

MQ Queue Average Queue Time

M Queue Depth

MQ Queue Depth/Maxirmum

MQ Queue Depth/Trigger

MQ Queue Manager Channel Initiator Status
MOQ Queue Manager Command Server Status
MQ Queue Manager Connection Count
MQ Queue Manager Status

MQ Queue Open Count - Input

MQ Queue Open Count - Qutput

MQ Queue Uncommitted Message Count
Metwork Interface Status

Metwork Server Status

Object Count

Object Size

Output Queue Status

Permanent Addresses Used
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Robot Monitor for
Mimix on IBM i

joloatatatototalalotatatolololofatatotototalofate

Mirmix Audit Compliance Status

Mirmix Collector Services Status

Mimix Connector Send 5tatus

Mirnix Database Apply A Status

Mirmix Database Apply A Threshold Status

Mimix Database Read Status

Mimix Database Send Status

Mirnix Database Source Status

Mimix Database Target Status

Mirmix Journal Manager Status

Mirmix Master Monitor Status

Mirnix Monitor Processes Status

Mirmix Monitor Status

Mirnix Murmnber Of DA/DC Objects Mot Journalled On System 1
Mirmix Mumber Of Files Mot Journalled On Systern 1
Mirnix Mumber Of IFS Files Mot Journalled On System 1
Mirnix Number Of Objects In Error

Mirmix Object Apply Status

Mirmix Object Apply Thresheold Status

Mirmix Object Retrieve Status

Mimix Object Send Status

Mimix Object Source Status

Mirmix Object Target Status

Mimix BJ Link Status

Mirmix Rellup Data Group Status
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Robot Monitor Drilldown

-1 e = IS p— I -1 - I - " " .
R Robot ALERT@HELPSYSTEMS . COM + ) Hide Chart History of Highest CPU Jobs for WISDOM, at Monday, November 19 2018, 14:58:42.

.IE'LI_H.' DSE?E EHUEK .IE'I.E.IE'I.D EM'I.I,-' R « CPU DCP Dis.. Rsp  Txns MNmbr  User Job Mame  Cmit User Function Type Pty  Started
0 CHUCK e e 00 [ 11/19/2018 8:16:03 AM
To @ Chuck Losinski 0 712 RBTADMIN RBTFSEM RBTAI ¥ Scale CPU Percentage 50 11/19/2018 8:19:00 AM
0 742 QUSER  QZDASOI  INSITE Show Worst Response Times 20 11/19/2018 11:46:49 AM
0 713 PTUSER  FTNSGM  PTUSI Show Highest DCP Jobs 5D 11/19/2018 8:27-30 AM
5 . . o0 712 RBTMNETFT NETHOST3 RBTN _ 50 11/19/2018 8:18:59 AM
6 070 000 O 000 0 712 RBTUSER ROBOTS RBTU Show Highest 1/0 Jobs 50 11/19/2018 8:18:58 AM
Threshold event for CPU Usage JDBC CPU on syste 7 046 000 0 000 O 713 PTIAOWN IAAIMON  PTIAD [ s B0 11/19/20188:27:31 AM
i 8 044 000 O 000 0 627 QUSER  QZDASOl  INSITE 20 11/18/2018 9:57:37 PM
WISDOM: CPU is 53.740. g 038 000 3 000 0 713 MSMOEMO WISDOM  MSMC Wridob for User 5 11/19/2018 8:25:38 AM
10 038 000 2 000 0 768 QUSER  QZSOSIGN QUSE Wrklob for Name 20 11/19/2018 2:49:27 PM

‘Wha's This?
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Robot Monitor Top Jobs

. (.0% - Selected (Interactive) / 0.30 processors . 0.0% - Interactive CPU . 0.0% - Selected {Batch) // 0.30 processors 17.3% - Batch CPU 82.7% - Free CPU

4 ) Hide Chart History of Highest CPU Jobs for WISDOM, at|Tuesday, October 20 2020, 10:44:15.

Rank = CPU DCP Digk ... Rsp Tuns Mmbr  User Job Mame Crmit User Function Type Prty Started Tatal CPU Owd CP..
1 0.85 0.00 Ky 0.00 0 074826 SKYBOTUSR SKYAGENT1 SKYBOTUSR Jvm-comhelpsy Batch Immediate 50 101772020 12:38:46 AM 103.00 0.03
2 064 0.00 4 0.00 0 087430 MSM WISDOM MSM Pgm-MOMNDZ0B Batch 5 1015972020 12:20:15 FM 469.00 0.58
3 063 0.00 9 0.00 0 075017 REBTADMIN  RBTFSEM RETADMIN  Pgm-RET1642 Batch 50 101772020 12:44:04 AM 187400 063
4 0.26 0.00 a 0.00 0 091429 QS5SY5 CRTPFRDT... Q5Y5 Pam-GFPMRTDATAJ Batch 50 10/20/.2020 12:01:15 AM 55.00 0.25
L] 0.15 0.00 2 0.00 1] 075042 PTUSER PPLEVTMOM PTUSER Pgm-PPLS100 Batch 50 10772020 12:47:17 AM 430.00 0.15
& 018 0.00 2 0.00 0 087531 ATERUEL MOM.USRD... ATERLEL Pagm-MONDSGL Batch 50 10/159/2020 12:20:35 PM 110.00 0.14
7 012 0.00 0 0.00 0 087500 MSM MONDOBJS  MSM Pgm-MOMNUDCLCT Batch 20 10/15/2020 12:20:38 PM 137.00 017
a 012 0.00 2 0.00 0 085383 HKATH QPDZSPWP  HEATH Jvm-com linoma Batch Immediate 25 10/15/2020 6:00:05 AM 123.00 012
9 0.11 0.00 0 0.00 0 087503 MSM MOMSOHDR  MSM Pam-MOMNUDCLCT Batch 20 101592020 12:20:38 FM 35.00 01
10 0.10 0.00 2 0.00 1] 0594664 QUSER Q5Q5RVR GUSER - Prestart 20 10/20/.2020 10:08:47 AM 0.00 0.00

Scale CPU Percentage

Show Worst Response Times
Show Highest /0 Jobs
Show High CPU Users using SOL

Work with Job
Wridob for User
Wridob for Mame

W
W

L
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Disk Summary —
Libraries and
Directories

1. Track historical, current usage, and trends

Single library or directory over time

WISDOM

00000
00000

UUUUU

Megabytes

00000

UUUUU

Top-consuming libraries and directories

May Jun Jul Aug Sep

Space by Month for Library QGPL for 2018

29
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Robot Monitor Summarization
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Halcyon

IBM i Monitoring & Automation
Multi-Platform Monitoring & Automation

Business Application & HA Monitoring

31
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Halcyon Landscape

“The Hub”
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IBM i Server Suites

Advanced Automation Suite Operations Center Suite

Message Management Suite

Systems Operations Suite

(Level 1)

« Message Monitoring

33

(Level 2)

« Object Monitoring

« Performance Monitoring

« SLA Reporting

+ Audit Journal Management
« Restricted Tasks Management

« Message Monitoring

C € € £ < L <« L <«

(Level 3)

Performance Analysis

Log File Monitoring

Rules Correlation

Disk Space Management
Spooled File Management
Object Monitoring
Performance Monitoring

SLA Reporting

Audit Journal Management
Restricted Tasks Management

Message Monitoring

(Level 4)

« Advanced Job Scheduling
Performance Analysis

Log File Monitoring

v

v

« Rules Correlation
« Disk Space Management
« Spooled File Management
« Object Monitoring

v Performance Monitoring
v SLA Reporting

« Audit Journal Management

v Restricted Tasks Management

v Message Monitoring
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Performance Navigator — What its used for ?

1. Management Reporting and Analytics
1. Problem Determination

1. Capacity Planning
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IBM i Monthly
Performance
Summary
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View of Performance by IBM Power Server Frame
Performance Navigator for IBM i
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What-If Recommendations for Next Server Purchase
Performance Navigator for IBM i

Historical IBM Collection Services and
Old servervs. new server predictions NMON datais used for trending and prediction

37
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Deep Performance Analysis on Power Servers
Performance Navigator for IBM i

» Hardware performance analysis

» Application performance analysis

» Comparison charts with
recommendations

38
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Performance Navigator Power Analytics
Capacity planning and performance analysis

% Performance MNavigater(R) - A Component of MPG's Navigator Family(R) - [m| X
File Edit View Graphs Reports Power Analytics What [ Modeling Help Enterprise Performance Overview X +
B lll4~ b Mal t Reporti Daily Health Check
/® /@ o o E Shil ‘ [ nagement Reporting e & C @ Filz | C/ProgramData/Midrange%20Performance%20Group/Performance%20Na.. @  vr Bk Q e :
X Disk / Library / IF5 Analysis 4 M -
onthly Interactive (last menth)
Reports LPARs Memory Analysis i’ Monthly Moninteractive (last month)
sYste ms Graphs Eetorsv=itieynati=r g Weekly Interactive (last week)
[WisDom | Job Analysis ' Weekly Noninteractive (last week)
0.2 " . —
ACADEMY Analytical Tools 4 Prior Day Performance Summary
Go Back
Create Output Package Enterprise Perfi e Overview (last month)
0.1¢ Recent Analysis Output 4 Enterprise Hardware Summary Enterprise Performance Overview
Enterprise Network Overview .
. . . For The Month of December-2019 - (1st Shift)
Enterprise Core Owverview (Previous Day)
- Enterprise Core Overview (Historical) To access performance reporting, simply click on any hyper-link below:
Enterprise Disk Space Analysis
© Enterprise Disk Performance Overview Fau::i':;“;r:dm
P CPU Utilization Disk Response Time P
U 0. Frame Resource Summary Dages [ Sec
0, Frame Performance Overview (last month) Serial # /
o System
Response Time Analysis Shift Shift
! . Month Shift | Highest Shift || Month
0. Menthly Response Time Analysis Avg % Month |Day Avg Month |Avg %
Avg ms ms Avg ms
User Licensing / System Specs 1 7824C1X
EXecutive Performance Overview (EXPQ) 4 %
HP-UX Linux
Reset EXPO / Enterprise Performance Overview 4 | I | |

RBTNETCT | OLWISVR g DLCM2ADM gy RETUSER [N SBTENTUSR g CUSER [y 0SYS _ g

[< >
WISDOM  |PMUSRJDBC |683 x 530

Created by Midrange Performance Grewp Inc. (A HelpSystems Company)

39
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Capacity Planning Services
Deliverables

v

Enterprise hardware, performance summary

v

External disk analysis (optional)

v

State of the Union Analysis (per LPAR, optional)
What-If Analysis
» Required CPU core count based on given model

v

» Multiple virtual shared pool analysis

» PowerVM desired CPU setting recommendation

» Recommended load balancing across enterprise

» Recommended disk configuration (internal or external)

40
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